u>irRi\ 

dqmvakm to the DOI l-t? iStes? Privacy Assessment HP A V- 

Ni.MKOI’ M>H-M t’KlXm X . r^cSv^'"., IMcrxx'.mml P toX; norms BA i n»' ! 

MKR FBI tmlqm:' Asset IB: 200500501AddOOl 420204 


Derived From 

o\o at i'wjtu * roe 

Cmavd'iS'd By: 

i Name: 1 1 

.Res. ime; 

I Program. Office: ROD 

BedesaBy On: 

i Division' D 


i Phmm | | 


V ' \ ' V ' " 



: Program Manager (or other agpropi'bic 

IV dor DO am OOau 

1 Program Division: 


\ o , 

| dvssndmmnmnmmj 

1 Date signed: 

Dare signed: 

j 

[«:’ ( "\ X N 

' " .... J 

\ IBB HQ Division: 


' ^ X ! 

i; Records Mam-seiner: 

| Dare limited: ,RN / ly/Q C Q C: 

! ' - ' anX%|X\w O —^ 

I Division 

i Name: Pshmtf Klysk 

Name: Das id Hardy 

\ 

Tite KAS X«!ion Cimi 

Tide: RIDS Sec?ion Chief ; 


Alkr all dhOmat n|Anxmst:s> tOrnarsl signed hard enny pins ekeanasrk sons ro FBI OBC:/PO..F pHBI 050t. 
(The FBI Primmy mm Civil Ldmrdes Officers deaenrimnions. es>edn.rms. amDer Fmd areresxd md be recorded on 
fAkmNrqr page } 

Bptm 0aaIt FBI anprosaA FBI OBCBPCLT odd disodbnte as In Poos: 


Copies (recipients please prinikepredeee as needed for Prskrarkdeivisiod pie(sB. 


C 00 J Ofrko of Privacy sad Civil Liberties 
ii'cOssdkd. vis hand delivery to 031 I 
2- FBI OOO r CHOP | 1 

' ■V- ' X s| 

D RMP/RMAO □ 


e-mail to pnvaeyOesdoi.gev; i - 


F- i > rograrn Division POC 
I- Division Privacy Officer 
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FINAL FBI APPROVAL i I.)EIP U MlVAT.I0MS / CONMTIONSt \Jte$ ^Otost wM fee fey the F 

PC L CfePOLO ftafowdug FT A. f ihe F T A drafter s feoe itf slop iu the mm _ 


PI A is restored by the Ewioverttnrent Act, 

PI A is to bo completed so a snottm oi IB; t'X.'v discretion, 
is Pi A to bo pubfedwd m FBt.GOV ; after any HMD FOlA redact;. 


__ IGA -s red required for the following feaxoa(s): 

Rystesn does no; osfetect. otsautain, or hnoemhxde Pit. 

System is grandfathered (is existence bob re 40 Sf2O0S: : no rater changes p 
s fedora onto to the system whtet to, internal government operations. 
System bos been previously assessed under an evaioation similar to it ELY 
No significant privacy ost-es (or privacy issues are ondmnged). 

Other id user Foe n 


Apple: 


e n.DRNoO: _>7A_ 


Notify FBI RMD/RIDS oer SNOG :G).2.3 ? x No Yes-See sum 
hPp:;fboore1d()AlGC i. TBYCkl .1bsv 5: c}C;rsdeA}i..lbe:iGsOGli.dxxryfi 


: EC otr PCLti intranet website here; 
a for rn; og t Sir 0...x ec . erpd 


PORN CORN rev! 


e) required? 


viseoadd .Privacy .Act. yegfe 


or O' ' x ^ ox! k"w 


RECORDS Too program shook! consult with RAID to idee;by resolve any Seders! joeomisfeieotroaie records issues, 
lire system rosy coots to Seders! records whether or not it contains Privacy Act requests and. to coy erect, a .records 
schedule approved fey the Natio.ua! Archives sod Records Adroimstrattort is necessary. RMD cart provide advice or; this 
| as wed as eo comp I iao.ee with reqai.txtroer.tto tor Electronic Recordkeeping CenuiceJko cod any necessary updates. 

’ Other; 


Elisabeth WithnelL Acting Deputy Genets;! 
Counsel 

Acting FB! Prissev end Civil Uhertma Okioer 
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L INFORMATION ABOUT THE SYSTEM / PROJECT 


U Provide a general description of tbe system or project ibai: betud-es; fol warn© of 
she s v -0t- rn/p r o jcep Including associated acronyms; fb) structure of the 
systertYproieet, Including Interconnections with other projects or {systems; set 
purpose- of she system/projeet; (d) nature of the hvforwtutfoi? in the system/project 
o,d Isoh it will he used.: t'e) who w si have access to She iMor.omikm n site 
v^teiu pit^tu J t! T.i iiuuu! Cose u^s >i> il«\io 

J'he Document Capture System-fotenw (Crural Records Complex (DCS-ICBC or DCS), 
is a cys tent Shat allows users to scar; -documents, convert sire Image to she appropriate 
sonnet, and then transfer the image to the appropriate medium, such as a compact, disc, 
thumb drive, har'd drive, and/or electronic storage space for use in PCI A processing or 
other riotdi cut ions, tor storage. Alter scanning, the hies may he concerted to both a TIFF 
image and OCR text (OCR and TIFF are types of electronic fifes; for electronic storage, 
information is only stored In the system for the period of time needed to complete Use 
seats of the doctanent and transfer the document to t he appropriate medium or other 
applications. Since information Is no; stored within DCS bey oral this period, the 
documents cannot be searched and mio-mnuott cannot be retrieved Rom the documents. 
Access to the DCS is Insured io those individuals with a user ID and password, 

2. Does the xystsns/proieot cohere maintain, or dissent mate any information about 
mb widest.s she., a human being or natural person, regardless of nationality}'? 

NO Ilf am STOIC The FI"A is now complete ami! after division approvahs 
should hr submitted to FBI fo< AMR 1.1 fur final FBI approval, t niem M m »,v 
nthorod.se advised, no P1A is repaired,! 

v YES {If yes, pkose eonilmw.t 

system consists of user names and passwords of employees or contractors. Been use this 
is a system that scans documents, one should assume tbs- the system svi.lt contain 
information about mala fouafe However, as indicated above, this i-ift.wtnat.tott is only 
stored lor the period of time needed to transfer the document from paper to electronic 
format. Thus, the DCS is merely a conduit used to complete an Interagency Inn-ebon. 

It. Please indicate tf any of the •following characteristics apply to the luforraarm.a to the 
system about individuals; Beat to mind that log-on information may Identify or be 
linkable to an individual. 


•org 
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v The snlbrmauort is intended to be used, in conjunction with other dote 

dements, to indirect!) identity specific individuals. 

x The iniormatton cun be used to distinguish or trace an individual's identity 

(i.e. : it is baked or linkable to specific individuals;). 

,U you marked any of the a in we, proceed to Question 4. 

None ni the above if none of tite above, describe why the in.fbnrtat.ion does not 

v " s v v s XXV w i 1 U\t! O'K u 8, 

NT OF here alien providing: do.- reqovxseb sJesertption.1 

4. Docs the ssesom'project pertain only to govcrnmeW cmpioscea, contractors, or 
consultants? 

.x.NO .YES 

5. is inlorrnation about E-nbed States ciuaens or iawEhfy admitted permanent resident 
aliens retrieved from the -> stern p:ssect by name or other persona! identifier 0 

.x.NO. I if no, skip to quesfiotr ?.} 

YES . jT f yes, proceed to the next questions 

6. Does the systonEprojeet cobeet any information d needs bon; the per sort who is the 
snbloet of the hdi.-nnanon': 

NO flf no, proceed to question 7,j 

.YES 

a. Docs the systenbpt'oscct support criminal Cl, or ICi investigations or 
.NO 

YEN p.l' yes,, proceed ns question 7,{ 

b. Are subjects of inibrmntson from whom the information ts directly collected 
provided a written Privacy Act (eyd) statement (either on the coUeeiinrt form or via a 
separate notice;? 

NO (The program will need to work .with. PCLf) to sievelop/implement 

■boOassi'bed 
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the accessary forms*}-j 

VI'S Identify am forms, paper or electronic, used to s-equrst such 
tnfVfrmation from tho information subject: 

7. Are Social. Security Numbers iNSNy collected, okomasoed or disseminated Iron- tN 
systenvprisjecr? Fail SSN$ should only be used as identifiers in hook'd instances. 

NO x VES If yes, chock all that apply ; 



^n\' i'" m;P.s'; N'x'^'\ ~ a " u IV^cdhe; 



I fury indicate reason;: if (NA Is pending, provide anticipated 
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completion date: 


x YES If yes, please indicate the folloo log, d kmmn: 

Provide dale bi'lmt C&A certlf^atim # r<>crrtifksit.ki«.: 

Oetobo; 200?. 

Csmfiden iiahty; Low Moderate jsjiigt* ll iuUtim4 

Integrity; _Lew_ x Moderate High UttdeOned 

Availability: _Lew x 'Moderate High JJndefhted 

Mot applicable ■■ this, system is only paper-based. 

.x.HO 

YES if yes, fdease provide the date atsb name or 
title of the OHIO sab mission.: 

11. Does she system cortdoet date mining as defined in Section 0)4 of the 

hrspicmcntm:.: Recommendations of the. 9)4 ; Commission .Met 01)2007, r J. 110- 
53 ictxitbed o.t 42 USD doOOeeOD 

YES If yea, please describe the data mining hmtimm 

x HO .YES 

i 3. States of System./ Project: 

ilds is a new systemi protect in development. fif yoo cheeked this block, 
STOP. The FFA is turn complete and after division approvtdOs should be 
m n » > < v H 1 fm 1 0 ^ * <K m i t 

PI.A .and/or other aetior.es are reqoiredj 

II.. EX 1ST IMG SYSTEMS / PROJECTS 

DCS was developed m May 2005. 

1 mCosboM 
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Mas the sysienuproicct undergone any significant changes since April 1 g fiCKfm 
NO [II rto, proceed to next question (II J>.) 

Ybb H yes. indicate vehrch of the follow ins?, changes were involved (mark all 
changes that apply, and provide brief explanation for cadi marked change;: 

A conversion from paper-baaed records to an eled.ro.nie system, 

A chan ye from information in a format that anonymous or non- 
identifiable to a format that is identifiable to porticoUtr individuals, 

A -new use of art IT sysiern/ptoject, including application of a new 
teclmologya that, changes hose imonnanon in Identifiable torn; is managed, 
t For example, a change that would create a mure open environment. and/or 
avenue for exposure of date that previously did not exist,} 



...x.Changes do not .Involve o change in the type of record: 

-, ont v x no d , v w „ t u 

dissemination of huornsation from the sysvcrti/proiect 

. Other [Provide brief explanation;:: 
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' N AA FT A. emitled ^Document Coptore System - Inter his Central Records 



a. Provide daiv/Pfk of the PI At 

b. Has the system; project tar derm 


fl'hc PTA Is now eomrdiHo nod after division approvals) shook! bo su.h.mkied Co 
FBI OGC/PCLU for final FIM opprovoi and (kurminalion if PI A mulmr or her 
actions arc respired,!. 
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M 1 TMrO'R’.ST TIJH FONT AT MET 

HEREIII Id UHL'LASSIEIEL 

hate 11 -□ "7-"rj i ?v NSTrr,/rs?v;.-,R?^i 

ijnclassi 

(oaapcu) (Rev. 04/0i. ; 20n) 

FBI PRIVACY THRESHOLD ANALYSIS (FTA) 

t 

NAME OF SYSTEM / PROJECT: Digital Collection System Network i DCS’NET) 

BIKE'FBI Vmqn* Asset .0): NEN-00000 13__ 


Denved From: 

SYSTEM/PROJECT POC 

FBI 0GC/PCLU POC 

Classified By: 

Name: Electronics Rgr. j 1 

Name; AGCl 1 

Reason: 

Program Office-. TICHJ 

Rhone:l l 

Declassify On: 

Division: OTD 

Room’Number: 4A39ERF-E 

Room Number: 7350 JOB 


" HI BIX IN , NRMHD v I ( UTKOVAl 5 



Program Manager (or other appropriate 

Divlsio 

n PNvaev Of?!.-or_ 



executive as Division determines) 




Program Division: 

Signature: | j 

Signals 



Operational 

Date signed: ox/zz/t*/ ' 

Daie ssg;Ml:e^T^!tM 

Teefraoiogv Division 

Name; | ( 

Name- 

^A| | 


Title: Acting Unit Chief Telecom. Intercept 

Title: .Assistant Section Chief. Technical 


and Collection Technology Unit (T.ICTL 1 ) 

Surveillance Sec-ion 

FBT.HQ Division: 

Signature: 

Signac. 

re: 


Date signed: 

Date signed; 


Name: 

Name: 



Title: 

Title: 



\ ‘ i 1 ! < ! is J * V < (. ? I t V 

(The FBI Privacy and Civil t ibetlics Officers determinations,-conditions, and/or final approval will he recorded on use 
following page.'! 
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)INU Mil um>\ \l IHIHnilMIKAN t OMNI JOVv 

PCLU PC: .0 robowing FI A -b-isa.-n. The P I A drap er should s kip to the next page and coninme.; 


PIA is required by the L-Government Act. 

PIA. is to be completed as a matter of FB1/DO.I discretion. 

is PIA So be published on PBi.GOV (alter any RMD K»A redactions')? .Yes. .No (indicate reason ?: 

X IA Mired fo 1 c ' n 

V. non :|.h mu . 'A... :. m unfum. — .P .cams.a, Hi 

i t t:h ( sistesice before 4N 7/2003; no changes post) S i 

information 'A She system relates to internal government operations. 

System has been previously assessed under an evaluation similar to a Id A. 

No significant privacy issues (or privacy issues are unchanged s. 

...X... Other 


I he DCSNET is Site IT network used for transmission of electronic sut vesliancc (FLSUR.) data collected from 
I telecom munications service providers (TSPSj between PBi IT data analysts systems. f | 

I t be Id.Sl. K data is encrypted while travelling through the DCSNet and cann ot be decrypted. The only PH 
maintained by the DCSNET is system administrator access arid activity information ! [ 

Since the DCSNET junctions as a pipeline between IT systems and store only access and activity data about system 
administrators, it constitutes O' architecture for which no PIA is required. 


Applicable SORN'(s): DOJ.Cmuouter Systems Activity-.and..Access.Records.JXfUOOA.MlliM;.MpE-..2I?d5.(Dce, 

liL.LNM....'.'.'.. 


Notify FBI RMD/RI.DS per MiOG 190.2 A? _X_ No Yes--See sample I ( on PCEU intranet website here: 

iuip:/dKnruADO/O(K;b.;riAIY;:|..l;/Pr!vacy(.pZT<G0i,;bcnies%2yi...ibra:yAbrtti Ibr utiog]90-2-3..cc.wpd 


SOR N/SORN revision! s) required? X No .. Yes (Indicate reviGons needed 


Prepare-'revise/add Privt 

tcy Act{e)(31 statements for related ibrm.-s? .X No s ) i ' i ^ v. > 

RECORDS. The program should consult with RMD to idcntirWrcsolve any Federal records/electronic records issues, 
the system may contain Federal records whether or not it contains Privacy Acs requests and, In any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on tins 
- mpiinnec wit! ts for Fleet Recordkeeping: Certification an 1 

Other: 



Monica F. Ryan 

Unit Chief. Privacy and Civil Liberties Unit 

PBI Privacy and Civil Liberties Officer 

SsSNOlIX .. 

' r RerpY ) 
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’ Vfo Am AA,, * A I V S' t AsW 5 t 


L Provide i general cww f iu -of the system or project »< r lodiutas: ( name of the 
systcm/projcct* including associated acrooy «s; f'i» strodu co tii« system/project, 
imr hiding intercoBneclkms with other projects or systems; (m purpose of the 
rs/p f , < * s s i x s si i it t 

,es who wJl has 4 .uusss t»> d e fob nnot- m to foe vuu'n mw j.c , A ae< for rroeow > t 
transmission to all users. 

The FBl’r, TetecoruTourricahons Inteiccpt and Collection Technology l-nu s (i iCYU) 
•niss;on is to ensure that ability to access and Awfully collect evidence and imdligetiee through 
the development, deployment tmd support otACre-unc and wireless electronic surveillance 
(BLSL'R* intercept capabilities, as '•veil as the development and d wiovmom oh held nlTicc 
EiSUR i triform ttl ton management and collection systems fn support of mis mission.'{H.TU ;s 
responsible for providing equipment to the field, troubleshooting problems with equipment and 
systems, providing training to field office users, tracking needs of the held to identify new 
ELSUR requirements, and serving as the FBIhs technical liaison with lelcoomunmlcnifons 
service providers. 

Tlie TICTU manages, at the enterprise level, the Digital Co dcchou System Network 
{DCSNETh The DCSNET is a fully meshed unclassified network f I 

| I'lheiXddt:; his a conduit _ 

transporting ELSUR data between operational f f systems, P 1 

The digital information transported dong the DCSMIT is lawiadi > acquired through 
various ELSUR techniques, and ineiud cs|_ . ~j 

or e-mail routing information) provided by mloconmnnuemfras earners subject to the 
Communications Assistance for Low Enforcement Act {CALL AT The data travelling through 
i i ft A1 1 ov t pk i w » i i A i v se > < v \ ra ' v. 1 

analysts) until after the data arrives at its destination point 

Because the data travelling through DCS NET dims not remain in the system, the only 
personally identifiable i.•donnaboss (HI) maintained m DCShAT axe the names and user names 
| | all assigned to TICTU, who have been designated ms system 

administers for DCSNET and therefore require direct access to the network in order to maintain 
it arid provide network-eclated hi support. This mlormatiou Is contained in access and activity 
logs maintained online for ninety days and offline lor ten years, in accordance with the DCSNET 
system, security plan ?SSL). 

"* ra - A s s v pi Cv v, 1 v. n » in i d s on i >' * e > t< ■> 

the., a human being or natural person, regardless othnahonahty iV 

A A j>t m M CL 5 A f < \ n t y tin i \ v |w <» ■> < \ > 

fo mid hi yisfnmtWo L> I W «fo >( fo - i A- uui 1 P A p. . , To v.i.' bur ^ 

advised, no PI.4 is required.} 
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, \a \smj 


As explained supra. Use only id; maintained by DDSNe I are die names and use: .names 
| ' j ail assigned ti• (he UCTU. who have been deabmocri as 

system administrators. 

YES ; if yes, please condone.] 

3. please Indicate if any of (he fbUowing characteristics nppl> to the mbnoamm in me system 
about individuals: Bear in mind that log-on information may identify or be bubble U> an 
individual. 

(Check ail (hat apply.) 

The information directly sclents tics speetPC ubivmua:s. 

[ he bformadots is intended to be used, in conbmaion wuh outer data cbmenim to 
indirectly identify specific individuals. 

The information can he used to distinguish or trace an ado bum a :d entity (;.e.. U. ;s 
linked or linkable to specific individuals). 

! v<)' \oi n ' <sl the m 'n, . f .us 

bone of the above, if none oi me above, describe why me mtormatson a-ocs not. nlontuv 

S{\ v i . •'I'd s t <. U . I' v tv -0 i \ ' <• V t s 1 'C'hh k ! * * t 

providhsp the requested descript I 

4. Does the sysiem/prolect pertain only to government emplos ec..r contractor:;, or consultants? 
NO _ VIb 

s I- nio u men '»> . . m.o N b ^ ) <• n »e ui ) . . . *> v i v v, '’mo 

ictneved from the system/uroieet by name or other personal, idenunor? 

If n«, s > urn st <\ 7 I 

YRS. iff yes, proceed to the nest questumb 

6. fuses the systcrn/prqjeet collect any information directly from be person who ts the 
subject of the information’’ 

N() >!f 55i>. proceed ;> question 7.j 

,.YES 

a. Does the syslcnt/poqecl support erimlaab Cl., or fed iumWirebom; or assessment:' 
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.NCLA8SIFEB/7FOJ 


LAiV 


NO 

Yf 8 Of yes, proceed u « m stlor 7 j 

b. Are subjects rdbrclormaiion from when; she information A directly collected provided a 
written Privacy Act (e)(3) statement teither on the collection (one nr vrn a -separate notices? 

" *r | » m r, < ? o , v> * ruti nv ,y« ( ! \ ' '. , dewl, a » - 
the , . 'N'-; n , 

YFS f<\) . h 5< - i ' > s ' * > or 1 A * > s ■. repmed 
mho $cg&u , n< s w - i . i f vt 

7. Arc Social Security Numbers (SSNs,) collected. wairmrined or clsrerubuncd boo; the 
sysiein/piojcet? Full SSNs shook! only be used as .identifiers ir: hume.l mrrancos. 

.NO _YHS Hi - yes, check ad. that apply: 

SSNs arc necessary to estabiisliwonfirm the identity of subjects, victims, witnesses 
or sources In this law enforcement or intelligence activity. 

SSNs are necessary to Identity FBI personnel in this internal administrative 

system. 

SSNs are important tor other reasons. Describe: 

The system/project provides special protection, to SSNs (e.g., SSNs ate encrypted, 
hidden from all users via a look-up table, or only available to certain users). Describe: 

It is nor feasible for the system,'project. to pro vide special protection to SSNs. 
Espiaio: 

K. Is tbs system operated by a contractor'/ 

.Mo, 

Yes Inform alien systems operated by contractors for the 1 1st may be considered 
Privacy Act systems of records. The fode:a! Acquisition Regulation cot stains standard 
contract clauses that must be included irt the event the system collects, maintains or 
disseminates PH and additional requirements may be imposed as a matter of Ncpntlmeoi 
of Justice policy. Cons •;! tat ions with the Office of the General Cmtnsel may Pc required it' 
a eon; me to; is operating the system, lot the FBI. 
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V. Has ilia system undergone CArid'icuuuu & Accreditation (PS: A; bv the hbi Seearkv 
Division (See!);? 

^ ! t :\t, rtiisou s <.. 0 - 0 :. ;;'f AA is y. du. ' n-" s »A ;ei,k p.-end 
eyiVipDdoa daUv 

.YES t: v-i's, pkwse indicate the Abhmkjg, if Rmnyst: 

o t A" '* V X o * v t > ^ 

’ o> »•> n E . i 

U ' V v , v 

AvAhbdky: .Low.Moderate High CndsTirsed 

.No? applicable - this system is only paper-hosed. 

: 0. Does the system conriuoi data mining as defines.! in Secdon S 
Rotorcur t« rtdaiions of the 9/1 I Cesrtmisrion Act of .oh.'?. h ; 
e.ObOee-o p 

..NO 

.YDS If yes pfeasst dese-ribe the data mhalog feeePom 

; A tins a national security system ;us determined by tb.e Sect);'.'' 

..NO .YES 

: A Sterns of System/ Prsneor 

. Dae is a new system/ projec! in devOtyvnent. pfyon Awaked this Deck. 

bleep. i ec p ; A ts •> -compkdc and after division is shook; he sob .untied 
to FBI OGC/POLU for final FBI approval ami dAenninaikm ;f Ft A and/or other 
actions are requires!.I 

It- FXISTiNC; SYSTEMS / .PROJECTS 

1. When was the systenv'p.toject -developed 0 

2. ; la:- rite svaiem/prsdeet undergone any stgnilicam chances since \pM ; p fOPM 

NO [If no, proceed to next question (id A).; 


t’d ofihe brwiemowirn* 

. I iO-vs food if;od ; ; id PSP 
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, hi' t v \ S ,01V ,t,5 i 0'^\ o!'!' 111! < P S . 5 V 1 

> 'A .■' Li ,<'« 'Ml t"l " ' '' - < o V 

required,! 
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AfPROPMA! 


FBI APPROVAL ' M/f'E.EA % ' N ^ as « e y via 

FCMXB^CXp !C|r:pxE;o|y F1:A jiBsssIssIsSj.: Tk PEA, eBvsfer olvvxEvi sM§> B? Six: sxvsl fsa§e axe; sxseEixxxd 


•'R Ex- CORE FiA r; 


BIN is son, recpnresi for fix GEowioa rexsieossF 

Sysseos deer aev collect, rnaaBara ?-r EFeerrdaoVe ill 

.SysVevrs ;\ grand Bakcrevl (in cvrstencs: before TNTFsKF; no later chaoses p 

InVorrosBon ;a Ex sysoon ;doves in onernai aoveravoevn • • 000 : 0 is-os. 

.Sysvex; has been previously assossoE easier aa evaioahoa sovaiar Vo 0 :E.A. 

'No siyrovicaaV privacy issoea (or privacy is sees ore orx hanged;. 


N FBI EMD/EION per MKXi 
/ri - os oe/DO• OGC/.I FB Pdf,id 


is sc oar res $ORN dor COR! 


( 1 . 1 / eurone; vvebshe hero' 
AEsoTT CVr.svpd 


SORT NORN res 


E re ois ref rev; s: e/ad d E v h- wp 


RECORDS. The propers; risookl consoT. who EM;.) so xieniBy/seradve. any Fedcrai reeords/eiechordc records rsanes. 
The sysiciv; may coxa: in Fedesni records Mserher r:o' no: iv coataine Pr ivacy As:V requests rod. so nay ossa;:, 0 records 
sehedrae approved by E;e National Archives sard Records Adminismaioa is necessary. RAID coo provide advice on Eds 
so xs vis ;s:s os; c<;a;oEaaec with requirements her Elcctro-vic Recovdkcepvop CertsfieaEon 000 arty accessary updates, 
liver:. 


3 / 


Privacy end Crvi; Libert fee toav 


Si gramme 

"v V _ \ ^ 


Signature: 

Dove Signed ' 'F/_T y /Vs 


.Esroes L i .oodra;. Depsav Genexd Cs>es:sc; 
FB; Privacy and Civil Liberia's Officer 
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I. 1NM»KMU!0\ \Bmll im VfMIM FBUifoU 


I. Pravkie a general eleseripfkm of the system or project that inelndem (a) mtm of 
the systeakprojeek bndading associated acronyms: fb) structure of the 
system/project, kmimimg mierconoeeilrms with other projects or systems; (s) 
purpose of the syst em/p reject; (d) nature of the Information to the system/p reject 
and hew If mi he usedt (e) who will hove access to the wrformofkth ha the 
sysSem/prspect; (f) and the manner of transmkskm to all tsaers.. 


_ This PTA is Intended to npdatq [for merly known as the b7E 

I PI A doted November 211, 2010, 

I N '•XXV X ' X x^xx'' 

relationships with affiliates in industry, academia o r other seniors who help the OBI 
identify risks and how to protest against rheas. T ha i I s changing Us name, but more 
important! v is also expanding coverage to Domain and Collect inn managers in the field, 
oho old he provided read-only a ccess to the tool, in anticipation oi l I bcnto 

integrated into the capabilities of | ~ j 

Domain and Collection Coordinators need to be aisle to review all internet ions that 
nave taken place as a result or outreach and interlace Initiatives in both the private and 
pnbbc sectors through such programs ns Business Aih ouse. Academic Alliance, and 

Counterintelligence Working Grottps. I h e 11.1 provide a shared liaison b7E 

contacts database, which animate;} will be part oi l 1 that will enhance knowledge 
about where the FBI has liaison contacts and where such contacts need to be established. 

Users will be able to review relationships end the history of Interactions with liaison 
contacts in a format that supports ongoing activities and planning. 

The privacy of information about domain liaison contacts will be protected 
because the personal information on such contacts will he viewable only with appropriate 
permission based on justi.lieat.ion to a case agent who has entered the contact into the 
system. An entail notification will be sent to the case agent when someone attempts to 
obtain htformat ton about a harson contact. In addition, the information at Isaac is 
maintained only on internal FBI systems, thereby limiting the possibility of access 
outside the FBI. 

| | n x x x b7E 

| | wilt be addressed as well, since the intent is to Integrate these two data 

sources. 


2, Does the systetrFprqleet colleet. maintain, or disseminate any information about 
Individuals (t.o., a human being nr natural person, regardless of nationality)? 

DO i If no, STOP, The FT A Is urns complete and after rb visitor apprasndoo 
should be anlorthted tn FBI ODC?PO.,F bar' dual FBI approval, bathos you are 
tuber wise advised, no Ft .a ss taxptlred.l 


UNCLASSIFIED 
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ON€LASfaFfO> 
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X_YES Ilf yes, please continued 

E Hears tod mate if any of the following characteristics apply to the information in the 
system abom. .indrvidoaht; Bear ia mind that logwm wrormaban a-as identify or be 
hnkabk to an individual. 

(Check ah trait apply.) 

X The information directly identifies specific individuals. 

The inhamation Is : a tended to he used, In conmnetton wait other data elements, 
to indirectly iheathy .specific Individuals 

The information eao he used to distinguish or trace an individual's identity toe.. 

If yon marked any of the above, premeed to Question 4, 

none of the above. If none of the above, describe why the infonnefoon does not 
identify spec! tic Individuals either directly or indirectly. pf yam cheeked this hem, 
STOP here after providing the requested desert ptToo.t 

consnUanB? 

X NO YES 


aliens retrieved loan the aystem/ortneet. by name or other personal identifier? 

NO. 11 f my skip to qoest.ion ?,| 

X.... YES, I ff yes, proceed to t he neat, question.! 

o. Does the system/pnbeet collect any information directly Corn the person who 1s the 

NO (It no, proceed to question ?d 

.X.YES Domain liaison contact information collected bom indtvfonal 


a. Docs the system/ptoioel support crinunal. CT, or Kd investigations or 
assessments? 
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UNCLASSIFIED 


.NO 

.X Yish {If veo proneed to q nosId)n 7,| 

b. . Ye subjects; of information irons whom she imormation is directly collected 
cd a written Privacy Act sy)b>i statement (cither on Tire collection term or via a 
to iv-oeef; 

NO fTbe pr»gra*» will need to work with PObU to develop/huptensent 
the memsmry f»rra($)*J 

YES Identify »• forms, paper or eknbrs.snk, used to mpesi suds 
us format isos from ih& loftmumtism sobject: 

a hoe sat Security X am bars (SSNss collected, maintained or dissesmsasted loan- the 
X Nt o ¥IX 1 f y es, ckeck aid tka I opply: 



SkXs are I re portae: Err other reasons Describe: 

the systcro/proiect provides special protection to Sis Nr (e,u., SSXs are 
eoetypted.. bidder; boo; ad ttsers via a look-up tabic, or only a mi i able to certain 
users), lies css bet 

It is not feasible bo the systesrt/proleet. to provide spec a.a protection to 
- ^ e \o , - 

'No, 


X Yes. Information systems operated by eonttacto.cs tor the FBI may he 
considered Privacy Act systems of records. The federal Acquisition Regulation 
contains standard contract clauses that must be included its the event the system 
collects, maintains os: disseminates lid I and additional ; umbra moots may be 


USCLAf&mEU 
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Has the system undergone CeriSkalioss X Accreditation (C&Ai by the FBI 
Secsahs Division t SecD d 

X NO If no, tndkaie reastso; If €4-A is pending, provide atstklpated 
eompkHoo dike; 

bed.) has stated that this does not steed a separate C &A because it is part of 
ShareAkee, and SharePoint ;s pan. of the Secret Enclave 

.YES If veto please bttlteoie the .felktw.bg, ifkosswos 

Provide date of last €4 A ««rtlfkiikakr^ertif1c^tk>.ttt 

fknfMetkkbty;: I .arse M a d e ra t e 11 Ig.h I j» d din e d 


integrity t 

Low 

Moderate _ 

High.INtdeflned 

Avalhthlhty:: 

Low 

Moderate 

lligh Undefined 

Ns a applicable -■ ties S ysi 

et-t is o; 

nl y paper-bases 



i^; : s<:.i...NSa!iAi : ;i> 
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Does She system conduct dors mining ns defined in Section 804 of the 
bnplsrnendng RsxtonmvnJahons of she 9/11 Cosmnisskm Act of 2007. P L. ! id- 
52 'meddled at 92 DSC 209beeD)y 
X NO 


YES If yes, please describe the data mining function;: 
is fhh a nations! security system (ns deterrmrsed by the SeeDD 
.X.DO .YES 


This is a new system/ protect it; devebprnent pt'ynn cheeked tins hseek, 
bT’OF. Tim Ed X is sows complete and after divssbsr; aegrswaks) xkaold be 
submitted to EBI OffC/PC/i 9/ tor fl tea I FBI a.pores at ;ssuf daosrssssaacisss if 



VES if yes. indicate which of dte Sbuowiog changes were involved (mark all 
changes that apply, and provide .brief explanation for mack marked changer 



A chance iron; information its a format that is anonysmsos or mw- 
Elcnbbabk: m a harms? that is identifiable to particular individuals. 


A new ose of an. IT st sten Enrol ecg mdoding application of a new 
reel cad opy that changes hose inlbrnsation in Identifiable form is managed. 
Hors example, a change that would create a more open environment and/or 
avenue for exposure of data that previously did mat exist.} 

A change that results in miormobon ns identifiable .form being 
merged, oerstrab.sed, nr .matched with other databases. 


ILDO.., ADDER toil 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 


HIKH HH 1 ID; s'* > A'. \\ 



- -,-5 \,0 ■ 

■\nr8Dahk 

A'ATM HRADVr Vi}*' 

1 IB tKvt IB 1 1 AH 


i s .0 

1 IF; 


- .1-1 

i Fame: 


| b6 

■$ ; X 




SSs&ls i 



IHisiAssIF 



| 1 H.A1IN Ur.:.H 

! Room NiimCr 3358 

i b7C 




i v .s. ..1-~-1 












FBI DA AHA f\ BAIHAH VtilOAA 



: Program Manager (e>r oFse agprogrlaiv 

Division 0 

iTvaeg Officer 






H Management 

Division' i 

S;unan;m:| | 



Dau-. signed of .■'.•/ 0,; 

i Date signed: / </Md/ :M 



' Vimc 1 H 

i Name:| 

| 

] vie: Program Management fAvimove 1 

i Title: te 

manor 1 •Y'feYt.VY SOiS 


FBIHQ Division 

j Signature: Av<;. Min?. AYiM,,. C-g^g 

! Sigmstme; 

1 1 

1 


DAvKvcOv of 

Dale signed: 

Date aigmn 




intedigvnec (Di! 

Name: Lrio Vdea-Villa.-- 

Name:| 

_II:_1 




IHie: Ass-Ham Director .01 

Tide Privt 



:te of 



! me: licence' 
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: RECORDS. The program should consuiT xi-h AMD re idemiiy receive any Federal recordo/eiecoordc records Renos. 
i The ■:■■;: tnsy contain Federal records whether or nor b contains Privacy A a reonests nod, hi coy evend s records 

; schedOe nnpiOvod by the NnOond Archives and Records Adnooenrsoon is necessary. RMD can provide advice on ibis j 









































INFORMATION ABOUT THE SYSTEM / PROJECT 


L Provide a general description of the system or project that includes; (a) name of 
the system project, including associated aeroin ms: |b| so roe As re of I he 
st stem project, includmg iatercoaite*.turns vt ith other projects or ns stents; (e) 
purpose of the systam/projeei; id) nature of the udormatioo in the ss steimpr eject 
and host it will he used; (e; who will have access to the information in the 
system* project; (fs and the manner of transmission to all users, ; i , nc«1 <'' 
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m Della is through|_|ai though some forms require use of 

SbarcPuint m usmg ,' , use;a o'k^mns 

2. ' $ ' ! S O ' V > <, \ 

Individuals the,, a human being or rammi person, regardless of nationality)? 

.NO fit no, STOP, The FT A is now complete and after division appravalft) 

should he eaftmitied o 1' 111 OGC/FCLU lor final Fill approval. Unless von are 
otherwise advised,, no Pi A is repaired,] 

X_YES |if >e§, please vunturned 

Della v-ontalns ndbrmufo , r ' ,|~ | : C1fo | | 

1 [hhhoach Delta contains m e name(s) ofCHSs, 

iDelm usm| | b3 

"} b7E 

Del ^l . I 


3, Please indicate if any e $ „ following characteristics apply to the mformatfon In the 
st sfe aN\ \fo ,,, s ft' ' > > ■) » ?, ir x > 

t \ , h O , ' v v Ox 

(Check aO that apply, • 

.X.The Information directly-■ identifies specific individuals, 

_ The Infonnation is I men bed to be at In conjunction with other data dements, 

to irdireedy identify specific individuals. 
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V'Hv. e: die <ih.no Ynoue 01 t ..e."..... .0 ; .. n ! y< no sntcmratvu does not 
identity specific individuals odder dircmN or muecuN pf sen ok00bod this siom. 
STOP here .atier prnvhliug the requested description,] 

4. Does :ho eysten projees pcrubo o 'K to qov ernmem ompd 0 ees cmurm tors, or 
consul rants? 

.X_NG _YES 


5 , Is information about United States oilmens or lawfully admitted permanent resident 
aliens retrieved from the system-project by name or other persona! identifier? 

NO. flf no, skip to question ?,j 

X YES. flf yea, proceed to the nest question,] 

6 , Does the syoiem/jtro]ect collect any Information directly from the person who is the 
subject, of the Information? 

_NO flf no, proceed to question 7>] 

X YES 


a. Doe* the system/prqiecl support criminal, <T. or f€i investigations or 
assessments? 


X YES | It' yes, proceed to question ?>j 


b. Are subjects of information from sebum the information Is directly collected 
provided a written Privacy Act (e)( 3 ) statement (either on the collection form or via a 
separate notice)? yj/^, 

.NO fTfee program will need to work with POJ.J to dovelop/impiemen t 

the neeeasary formfs).] 

YES Identify any forms, paper or electronic, used to request such 
information from the information subject: 

?. ^v\ { \ % \ v \ \ ' v ^\\s «' < 1 c < 0 n «. i. rated tom die 

syafetwprojcet? full SSNs should only be used as Identifiers in limited instances. 
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X... YES 


If no, indicate reason; $!'€•& A is pending* pros ide anticipated 
eompfeiion date: 

If yes, please indicate the iodoainp, if known; 

Provide dote of lost Cs&A eertifk'gikja/rc^ertiffcatmn: 
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per EC 3) 9U-HQ-Ai487&77-SFOD Serial 670 

Confidentiality:_Low_Moderate X High_iimtofmed 

Integrity: _Low Moderate X H igh Uadeftned 

Availability: .Low X Moderate High Undefined 

Not applicable •••• this system is only paper-based. 
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S'TOP, The PX.A a eon POO:vrhAe omi shoo <lh TOe ooprov-oPs} shored ho 

AhemhOh jo PIP PhhC/PPTT for PoO folO op proves ; , ; rO heAroPooUno rf 









\ i u v ’ v . t > 1 i he use of and access to 



_X_ Changes do not involve a change In the type of records .maintained, 

the individuals on whom records are maintained, or the use or 
dissemination of information" from the sj-stern/projeet. 


Other [Provide brief explanation h 
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HWMtft WRO* U 'sxre-x A come a rd - the F AS 

FQJIlFCiLO Ml»wtnf FtA sutetelm. The FT A slrxfier sh oaxl. skip to tbc nvrt pxRa eoxkxxad .. 


PSA Is required by the i •Goscrnirieni Act 
PSA. A k; be con-pleted as a nxhxumf FBI DOJ discretion. 
Sc PSA -o be published on FBFOOV sailer any RAID FOSd. redas 


_ PSA is nos required for lire Ml ox inq or ass-may 

System does not collect, irxarxaln. or sbssemsnale PIS. 

Bysteso in emndlathered tin exisienea be lose d/S'/APOf ; no isaer cham; 
\ information in the system relates to xxemai gosermxesx ogeranoos 
System has boon yx.r ioc.dr aroesaed coder no aval nation similar or a S 

_No ;oqrdf;eonr privacy Asyas tor privacy ;\-.ues ax ombranged}. 

SjSder'iiioscfiSrc]:: 


if; cans pm; 




< m N s 'M ' r v 

htSp:.:P;xMne/DOAXKid1.;TS^/l > (.':l..i..i/PriyacYC:- 




SDKN/nORN re via i oo; s} raqu i red? 


Sdxpcran-asisexdd Skit aey Ann ivy Ft statements tor related Sos 
information ;s nor collected hy she PfA dheady from the indivkn 


or. A; hi.' may const; h wxh DO.I abont 


RECORDS. S he nrogrxm should consols with F 
I da system. may eonScin Federal records x'nether 
schedule appro red by the 'National Archbras 


or not It connect Privacy del requests and, in any event. a records 

accessary.. RAID can provide advice on tics 


xo.rds Adndnisk 


ca stern Star 


XXUsvON Urk ; 


Other: 


Privacy and Civil Liberties Cmt 


aisaotre: 1 
arc Sinnerl 1 - 


w \ v \ ! 


.lames .1. Parxios, Deetxy General Counsel 
FBI Privacy and Civil 1 •bvdies Officer 


j Signature: 
ilbne Signed. 
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I, INFORMATION ABOUT THE SYSTEM / PROJECT 


I. Provide a general description of the system or project that includes; is) 
name of the systmn/prnjeeh including associated acronyms; (b) structure of 
the system/projech including interconnections with. other projects or systems; 
(c) purpose of the sysfem/projeef; i d) nature of the information in the 
systent/projeef and i.um it will he used; fc) who will have access to the 
information in the system/projeet; (!) and the manner of transmission to ali 
users, 

'The database contains the task force names lor each of the FBI's field 
offices, the program that has oversight of the task force, rite type of deputation 
requested (Tide lb or Title 21y ease hie number, task force officers names., social 
m mm' , ' , effiw 1 si ' \ ^ n e, e 

current information concerning the 1 .Bis task force officers. 1 his in term at lots is 
used to provide the Director with the number of deputized officers and the types 
vi iv o \ , o o v ' v ' s o ! ! o 

offices to deputize officers whose deputations arc getting ready to expire. The 

'iOi ' iw kv , ' i v cc ' in fu o ~mew 'v 
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grafts access t.o the field of flees, the See-err; AdnnmsO'ator is responsible for 
greeting access lor the Admin end Osmr rotes. No one outside the FBI will; hove 
access to the application. AH categories of Users who no longer require access to 
the Deputation Database will be removed icon the User Table, Once removed, 
users are unable to login; however, their account transaction records will be 

The Deputation Database aeons sewn types or osar activities; successful loan;, 
unsuccessful login, authentic user-but res valid role iusers without a. valid rok are 
not allowed pest the Dow screen?, dak created, dak modified, data deleted and 
data accessed Audit logs will be reviewed by the irdonnuuon Systems Security 
Officer t l.SSO) as required. All audit records are accessible only by the 1SSO and 
system developers, they are rtot access!hie by General Users or Owners. 1'be 




.NO Ilf run b 1 OF. 1 he FT A at new .complete a 

should he submitted to FBI OClXAIkflJ' tor final FBI ap 
otherwise advised, on IB A A required.I 

X YES pf yes, please continue.; 

X I he information dime to identifies specific individuals 
to indirectly identify sped tic Individuals. 

The in fo.rrnn.il on can be used to distinguish or trace an hGO!dual's identity (he , it 

If yon tso'Af ■. \ t A ? s '■< , ■, D -. -- * 

Norm of the above, IT none of the also c. describe why (he information does not 
Identify specific individuals either directly or indirectly iff you checked tins hem, 
NTOP here after providing the requested desorljwmnri 

4. Does the sysremArpleei pertain only to government employees, contractors, or 
consultants’/ 1 
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. NO film program will 0ml us work with PCLli iu davak-ipiimphm.m^ 

ike necessary fXrmsVid 

X YES Identify any forms, paper or OectrosNc, used to respesi sued 


mfermatkm Seem 5he mfXrmaiinn snfsjeei: The ssebUcss id 


USM 3 A (Application idr Species Deputations - shss is a US MarshalY iUrrsi ids' Title 18 
Deputation. The Fieijlllike Supers ssorN nil out tee FD-K:5 ins fide c l Denotation. 
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v SSXs lire ijtffmrmv. fey- oh ter Describe: 

r K " s', s\ s',' V ' v fMsC 1 ^\' a ^Va*, 

&ncrypied. : hidden trout all users via a look-up table, or only available to certain 
users), Inscribe: 

_It is not feasible \\ the xysteut/prqfect to provide special protection to 

Safes, Explain: 

8, U the system operated by a contractor? 

,X„„„feo. 

Yes i f one ns 'o; \v id v , lire e sfort KB ma> tv 
eo'wnfened Ervacs \et s' .c.-'- ,'"''oe^Kfe 1 u 5 c,fetal .WpufeU'.'U Reg.dtU's>u 

CM6'\' standard cost t \}« ' th; riw 1 tv ■< fed'' the o'$;a fv 
eolleo's, rti tie -worms , ornate' * 1 and v 1 'wT rOsHnvmmts outs hr 
imposed as a matter of Department of Justice policy. Cooseliatioos with the 

' fe Ns < „ V s' V ' V ' V s * s s s ' s ' stv ' „ 00 

system, tor the FBI. 

9 . s'' s O 'WO' * s. s ~ V s ss SS.S. s Os s\ S N' ife | t 

Security Ehvision (SecDt? 

X NO if no, iudieate reason; if €$tA. is pending* provide aotiei|Mfed 
eompkt* >n d no 's' Vp, o' ' a s at,no up s o t ' ad. no 
it Is not separately C & A'd b ut rather it is reviewed by Security Division as part of the 
1 1 .1' -1 a, s u Is 1 s' ,'s's %, , mo i oi he 1 utetpr n 
Servers, The Deputation Database is registered within the Bureau ff Knowledge 
RepoeOsS's it ' k k t h^enrtts ' ' s sCife t ,n am I tor e'„ m tuo vstate ut fdffe 


YES If yes, please iodleafe the fellowlug, M known; Not Known, 
Provide date of Iasi €&& eertifleatinn/re-eertlileation.-: 

€ o n fl d en 11 a It tv: L »w M otic m te 111 gh U odefined 

Integrity: &J tow.Moderate High.Undefined 
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Access version. In addibo«,| 

1 

Denotation Database! 

ps backed up m 

eiaU to the EBI's data cc 


backed up on Division servers. 


A change 8 ? |C results in information in de v\ able futm being 
1 viCA v echo x ' e * ' ' - 

A new method of authenticating the use of and access to 
i o\ s .uu i ■> , f' v' >x \ t '1 v 

A c I'!? i incorporation of databases of information in 
identifiable .form purchased or obtained from commercial or public sou? 

_ \ ew m uwv , e t % w <>t'e^ s \ u 

tew > o ^ os A <e , , ^ i D v x.ei 

' w X V V ' * ^ o > v v N v m > i x > 

identifiable form, 

A change that results in new items of information in identifiable 
•one bemg adecd e 'lx pro cd 

Changes do not involve a change in the type of records maintah 

' c > { ' di 1 V ! 0 v V > S t X X s NO 

dissemination of information from the system/project. 

Other | Provide brief explanation!: 

Does & PL4 for this sysfem/projeet already exist? 

X NO YES 


a. Provide daie/latie of the ft A: 

b ilavuit s>s n pxnc xk e - > % canto iges since he Pi A? 

.NO .Yes 

V NN \s VS s' \ NS v VVs>.v nN v X ^ 0 

FBI OGC.7FCLU fee final FBI approv al and dOerotmaBen If m and/nr other 
actions are mpiretif 
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i-FBi CXFO/OiPP 


; OnacPracau vB araaP 

1- FBI SecD/Aimic] 


1 loci - 

ShareFoim link iron; 

vvcbCie) 



! RMD/RMAD Cl 


]‘>«a< 

rhrnem via onuai 


1- Division. Pi'ivscy Officer 
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I, INFORMATION ABOUT THE SYSTEM / PROJECT 

!, Provide a genera! description of the system or project that includes:: (its ne mo of 
tfte system/pro jeep mdodiog associated acronyms;; (l>) structure of tire 
xydem/projeeL mefodmg iiHereonoecBrsos with other projects or systems; fe) 
purpose of the sysfom/projeet? (df nature of the Information in the sysfom/projeet 
aad how U will he used; («} who will have sems to the iofbrmatioa t.a the 
system/projeet; if) and the manner of transmission to all nsers. 

The Document Capture System-Headquarters (DCS-HQ) system Is a comple¬ 
ment arv system to DCS-Interim (Antral Record* Complex, described in a separate FT A. 
hdp:/rio>OiePhioei;lol/IX)AXi(l/i(i'B/iTo.J..j/Privaev(hv;l%2 pi.nbej1;es%2(?.l..ibrary/i:)C: : S -- 
i € R€ fo 20 x > 20%20%2Q%20(n d I).n d f . DCS-HQ will ailow |' .‘ | 

' xffo " O XX t„ C\ X >V‘\S X> V- x „X X X X " 0 X 

format, and then transfer the image to removable medium, such as a compact disc or 
thumb drive for use by requesting personnel, other applications, or for storage by other 
systems. 

'Dus system will support Scan on Demand (SOD), a program that (amelates walk- 
in requests for scanning conversion from FBI Headquarters. Other areas that the DC S- 
HQ wbi support are; 

\ X N ' \'^ v X N h \ 

The Directors Executive staff requests and from the AD 
263- classification isles hour the Special File Roosts (SFR) 

At times requests may come in. Corn the it eld o Rices. These are usually small 

xU " n 0O I Ulx \N X ! t \ ' Sxx X O ! x Xx ' x Ip \ . .IX 

The output of the DCS-FIQ provides a digital representation of documents that 
can rapidly and efficiently be retrieved, searched, and analysed by other systems or 
personnel. In some eases, these electronic images will become official FBI (ties and will 



needed to complete the scat) request and the transfer of the output to the appropriate 
medium, then removed from the system. Since the documents will not be stored whom 
DCS-HQ beyond this period, the documents wil l not he searchable or information 


Undasaificd.foF^r 
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2. Doss the sysfeerprqicet collect, maintain, or disseminate any information about 
individuals il.e., a human, being or natural person, regardless of national ity)? 

NO (If on, SI-OP. The PTA is mm complete and after tfivlsimt spprevsJ(s) 
should he submitted io FBI OCIOPCLU fur lloal FBI approval. Unless you are 
ofhenvi.se advised, no FI A Is required,) 

x YES pt'yes, please continue.) 

This system contemn user .mmms and passwords of employees or contractors tor logon 
purposes and system auditing only. Because tins Is a system that scans documents, one 
should, assume that the system will contain information about individuals. However, as 
indicated above, this information is only stored for the period of time needed to convert 
documents from paper to eieet.ron.ic format.. DCS-hlQ is merely a conduit used to 
complete an interagency function. 

3. Please indicate ifjgp of the following characteristics apply to the information in the 
system about individuals: Bear in mind that log-on information may identity or be 
linkable to an Individual. 

(Check ah that apply.) 

.a The information directly identities sped tic individuals. 

.x The information .is intended to be used, in coot unction, with other data elements, 

to indirectly identify sped tie individuals. 

.a. The information can be used to distinguish or trace an individual's identity li.e.. it 

is linked or linkable to specific individuals). 

If you marked any of the shove, proceed to Question 4. 

None of the above. If none of foe above, describe why the inform ad cm does not 

- M <■ n t « V * 5 m V it V !<L U tv vvO Ms HV 

STOP here after providing the requested deverfptkm,l 

4. Does the system/projeet pertain, only to government employees, contractors, or 
consultants? 

x NO ___ YES 


1.1 ncirnsslllod./F^^S^ 
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5. Is m formation about United Slates citizens or lawfully admitted permanent resident 
aliens retrieved from the systemdtrqiect by name or ether personal identifier? 

NO Ilf no, skip to question At 

YES. |!.C yes, proceed to toe next question, j 

b. Does the system, project collect any information directly from, the person who is the 
subject of the mibrotaborU 

NO fir no, proceed to question ?.j 

.YES 

a Docs the systern''project support criminal. Cl. or FQ investigations or 
assessments':' 

.NO 

YES (If yes, proceed to question ?,) 

b. Are .subjects of information from whom the udbrrnanon Is directly collected 
separate notice,!? 

NO {The program will need to work with PCIA; to devdop/mrplement 
the necessary form(s).|l 

YES identity any forms, paper or electronic, used to request such 
Intormation from the deformation subject: 

?i Arc Social Security Numbers (SSNs) collected, mairnamed or disseminated from the 
systeot/prpiect? Full SSNs should only be used as Identifiers in limited instances. 

NO s YES If yes, cheek all that apply: 

x SSNs arc necessary to establish woofon the ldor.rr.ity of subjects, victims, 
witnesses or sources in this law enforcement or intelligence activity. 

SSNs are necessary to identify FBI oersonnei it: this internal administrative 


1 i n d a ss Hr 
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